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Security Requirements for
Cryptographic Modules

Symmetric Key

* DES (FIPS 46-3)

* 3DES (FIPS 46-3,
%9.52)

* AES (FIPS 197)

FIPS 140-2
Public Key Secure Hash
* Dig. Sig. Std. (FIPS 186-2, * SHA-1, SHA-256.
FIPS 186-3) SHA-384, SHA-512

- DSA (X9.30) - bigger keys
-RSA (X8.31) - PKCS1 pad
- ECDSA (X9.62)

(FIPS 180-2)

Modes of

- DES (FIPS 81)

- SP 800-38A

- Advanced Modes
* HMAC (FIPS 198)

* Key E:
- Diffie-Hellman - X9.42
- RSA-X9.44
- Elliptic Curves -X9.63

* Key Management Guideline
- General Guidance
- Key Management Organization
- Application-Specific Guidance

GB/T 19717-2005

(ETERREBRMNIRHS R (MIME) 2R3 H)

GB/T 19771-2005

(ERBR REHAR AVIERBHE PRIZFFRLHRERR

GB/T 19713-2005

(ERBAR ZEHAR APIRR B EREDRE I

GB/T 19714-2005

(RBER ZEHR AR B IR TR

GB/T 20518-2006
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GB/T 17902.2-2005

(EERAR REBA WRRPEFES 5285 ETHH
HIFLED

GB/T 17902.3-2005

(RRHER AR HHRNETEL B3y BTIEH
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GB/T 20520-2006

(R REHAR A PIERBOE W EAE)

GB/T 20519-2006
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GB/T 15843. 3-2008

(;%E&* REHR KEBA H3W5: RARFELEARKH

GB/T 15843. 4-2008
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HEIRAHKSP 800-37
Xt KU B EAR R AT B S0

Starting Point
FIPS 199 / SP 800.60

— CATEGORIZE
Information System =
SP 80037 / SP 800.53A FAGE FIPS 200/ SP 80053
Roles & Responsibilities
MONI;I‘OR i Quick Start Guides

FAQs
Roles & Responsibilities
Quick Start Guides

Security Life Cycle

SP 800.37 SP 80039 SP 800.70
AUTHORIZE IMPLEMENT
Information System Security Controls
FAQs SP 800534 FAQs
Roles & Responsibilities Roles & Responsibilities
Quick Start Guides ASSESS Quick Start Guides
Security Controls

g FAQs
Roles & Responsibilities
Quick Start Guides

e ¥
Security Controls

FAQs
Roles and Responsibilities
Quick Start Guides

o

O XA E RS EENETIER:
B HEERK (FRAMING RISK)
B FERE ( ASSESSING RISK)
B NS ( RESPONDING TO RISK)
m SR ( MONITORING RISK)

2 ENISTSPS00-39EF R & B el &

0O 201143H1H, NISTkA I Special
Publication (Managing Information

Security Risk Organization, Mission, and

Information System View) B4
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http://209.85.133.160/translate_c?hl=zh-CN&ie=UTF8&langpair=en%7Czh-CN&u=http://csrc.nist.gov/groups/SMA/fisma/Risk-Management-Framework/index.html&rurl=translate.google.cn&usg=ALkJrhh4phdp8QN-9rHh9X3qZSu_YWXl5A
http://209.85.133.160/translate_c?hl=zh-CN&ie=UTF8&langpair=en%7Czh-CN&u=http://csrc.nist.gov/groups/SMA/fisma/Risk-Management-Framework/index.html&rurl=translate.google.cn&usg=ALkJrhh4phdp8QN-9rHh9X3qZSu_YWXl5A
http://209.85.133.160/translate_c?hl=zh-CN&ie=UTF8&langpair=en%7Czh-CN&u=http://csrc.nist.gov/groups/SMA/fisma/Risk-Management-Framework/categorize/index.html&rurl=translate.google.cn&usg=ALkJrhg8CMwNiAiBMYgN97YLoag35hRCMg
http://209.85.133.160/translate_c?hl=zh-CN&ie=UTF8&langpair=en%7Czh-CN&u=http://csrc.nist.gov/publications/PubsSPs.html&rurl=translate.google.cn&usg=ALkJrhgHj42gEEPtqKfwe9bmQf3oZ5WZGw
http://209.85.133.160/translate_c?hl=zh-CN&ie=UTF8&langpair=en%7Czh-CN&u=http://csrc.nist.gov/publications/PubsSPs.html&rurl=translate.google.cn&usg=ALkJrhgHj42gEEPtqKfwe9bmQf3oZ5WZGw
http://209.85.133.160/translate_c?hl=zh-CN&ie=UTF8&langpair=en%7Czh-CN&u=http://checklists.nist.gov/ncp.cfm%3Fspecial_pub&rurl=translate.google.cn&usg=ALkJrhgd_ve1_Hfxbl9uGKejxqTbhCTUWg
http://209.85.133.160/translate_c?hl=zh-CN&ie=UTF8&langpair=en%7Czh-CN&u=http://csrc.nist.gov/publications/PubsSPs.html&rurl=translate.google.cn&usg=ALkJrhgHj42gEEPtqKfwe9bmQf3oZ5WZGw
http://209.85.133.160/translate_c?hl=zh-CN&ie=UTF8&langpair=en%7Czh-CN&u=http://csrc.nist.gov/publications/PubsFIPS.html&rurl=translate.google.cn&usg=ALkJrhgsqrnNy5h6t0coXHNlfC5aZnJZ9g
http://209.85.133.160/translate_c?hl=zh-CN&ie=UTF8&langpair=en%7Czh-CN&u=http://csrc.nist.gov/publications/PubsSPs.html&rurl=translate.google.cn&usg=ALkJrhgHj42gEEPtqKfwe9bmQf3oZ5WZGw
http://209.85.133.160/translate_c?hl=zh-CN&ie=UTF8&langpair=en%7Czh-CN&u=http://csrc.nist.gov/publications/PubsSPs.html&rurl=translate.google.cn&usg=ALkJrhgHj42gEEPtqKfwe9bmQf3oZ5WZGw
http://209.85.133.160/translate_c?hl=zh-CN&ie=UTF8&langpair=en%7Czh-CN&u=http://csrc.nist.gov/publications/PubsSPs.html&rurl=translate.google.cn&usg=ALkJrhgHj42gEEPtqKfwe9bmQf3oZ5WZGw
http://209.85.133.160/translate_c?hl=zh-CN&ie=UTF8&langpair=en%7Czh-CN&u=http://csrc.nist.gov/publications/PubsFIPS.html&rurl=translate.google.cn&usg=ALkJrhgsqrnNy5h6t0coXHNlfC5aZnJZ9g
http://209.85.133.160/translate_c?hl=zh-CN&ie=UTF8&langpair=en%7Czh-CN&u=http://csrc.nist.gov/publications/PubsSPs.html&rurl=translate.google.cn&usg=ALkJrhgHj42gEEPtqKfwe9bmQf3oZ5WZGw

R EIEAELR R4 =,

O BUSZITSERT R B B R, il S
SRR S ESE I WS RS (5 B R AR

O B B i iRfER | R R T AR AL
BENER, TERANE, DREARRE
BRGSO MES SR REHTR T
PR B PR SR 5

O ¥BER R4S REERGUN RS
IR A A AR,

BT H R E S %

- Multitier Wide Risk
- Implemented by the Risk Executive (Function) STRATEGIC RISK
- Tightly coupled to Enterprise Architecture
and Information Security Architecture
- System Development Life Cycle Focus ORGANIZATION
- Disciplined and Structured Process (Governan: ce)
- Flexible and Agile
/ MISSION / BUSINESS PROCESS \
(Information and Information Flows) TACTICAL RISK
/ INFORMATION SYSTEM \
(Environmen it of Operation)

2011-11-8

O ME iR RaEBINIERE. K. PPl B
WRE B RAERHRAL

O B ARG —F4 & N ERKLE, E4
R—FAT AR BT AL

O AASKE B RARERHINMERLTUE
HIRETEH], DX AR K.

NIST Special Publication 800-53
Revision 34835 BRAMALHF M FENH (3£207750

Recommended Security Controls for Federal Information Systems and Organizations August
009

INCLUDES UPDATES AS OF 05-01-2010

— - -
Jid ES ® TR I s E
1 Bk 6
2 RV 5
3 HH | REAMERE 14
4 LZEWHRBR 7
5 HpEgE 11
6 Vil 22
7 BA vt 3] 8
8 RERBE 0 34
9 HIMREBER 14
10 BiR5E 6
11 REEE 9
12 AREE ]
13 WIERIFSE LR 19
14 BE | BEE 6
15 RO B xR 13
16 Pet R 10
17 E eI 8
18 i 6

15



T 38 7 R R 41 3R - U 1R 42

B | [ or et 5
EAZEE ]
AC1 Vi TSR B i o — T
AC2 WS E £ EE e P
AC3 BV v o Ll
AC4 REREH ' T )
ACS SREB * = s
AC6 BIER g g
KT B TS & ad =
AC8 ERERFAAE " e e
AC9 PR (P MpE T
AC-10 FE R BEES] 7
AC-11 EFEUE
AC-12 &FAIE
18 & A sC-10/—34)
Ac13 BERERE-HEN
(B BHAC2,AU-6H— T4
Aca AR BV ERE T 25 T3 ; g e w
AC-15 B3h#E (B AEX AC 160 —34)
AC-16 ZEEME rn TE
AC17 BRI E =5
Ac-18 TREARS]
B8N AC-17H—RE4Y)
L — Ao A s "- =
AC20 ST s R
Ac21 ETWERR RS
AC22 CE T T2

: y
LREPRCS
O ik R, Wik W
O R
= R Bl B, B RAER U

B AL (Bl DHREBEARSCEL, HAF, B4
mEZ) (B REHME, EE, BWH
O WIS A ASEHE.
O WRIPH3TR:
L CnBERE, BfE, B
mEF) (B, REHRE. FHE EHH5

2011-11-8

NIST Special Publication 800-53A Revision 1

PRI S B RS A R B ]

BB R AR

Guide for Assessing the Security Controls in Federal Information Systems and Organizations Building
Effective Security Assessment Plans May 2010

O ERGTREGARTHE O KxASE.

FTIEAE =

O BEAT R A BB R E gizgg‘ﬁ

O & A RIERS] Rk

O RS O P DA 5 3R
O BEZLEHIRE O HREBZENR

O FRZAWMEHR O WRFEEREER
O #ATREFHIEAS O MG RAeT RS
O AT RA MRS 2R

O MtHEHE R,

BAEEHFE, BRI

O xE#pEEZEE LI
B —/it%l: ISAP
{Information Security Automation

Program ) Version 1.0 Beta, Last
Revised 5/22/2007

E—1TEEBRFZ ML ENERARRTEIRE
B AR LRI
O H#r: Automating Vulnerability
Management, Security
— Measurement, and Compliance

16



2011-11-8

O —A“73%: SCAP O —4NEK: FDCC
: : {Federal Desktop Core Configuration )
{Security Content Automation Protocol)
) ; O 20074E3820 A EEHADBAEER (
Version 1.0 Beta Last Revised 5/22/2007 ll\d,Fiﬁsﬁat%%g%fiiﬂ%iggvgﬁﬁﬁégi:
. — . nformation Technolo aren Evans¥ ERE
RAERARNEEERIEE. BEUR AmET (ERBERREREEERARE)
HEFEHTN (SOFI1SM) B —F0T73% o o | oY U ne Comnon Security

ETH4
D ) N e
FISMA & #UE REGERRAREERFRIPFHIIEEX

- L | = LAAESE

L B EX
— B R mER
: Pros EREREARR B AR EEK

i B N B E B L I=~737 kg
5,000 %R @ﬁgm ggﬁgﬁi iigigﬁi i
T l l l

T E EERREARERR

NIST,NSA, DISA, J" ., 8=77 (iim, CIS) BEERAILHEiER

17



| GRESREERENTAINAIARE
1

‘ BRRARERSRFIRA |
1
— B REHE, HERSREESNE |
FRREELBHER HHRERLBRER
% A ®
% & R 8|2z 2/ 23
14 %: = | m ES & ES &

L | FEGRR%ZLNERSHIE

1 ¥ 2 4% 4745 '
CB/T 2230202008 wx Lt h AL kRebmiFapadar
AL e e FEE S AN By (A

O 0

¥ o FpriEder CEAEL

CEB/T20263-2006 sfa & &8 K a8 st & 2 2 E Ky
CB/T20282-2006 ¢ fa L&+ & H K s 2 b &R FEE LD

2011-11-8

R S L e I

¥ =

I AP R A 0 S S A R 2Tl 57 28 5411 Ui

A7 B B T UL
A e s

e g
1wt e
LR 2R

ARG PR T £ s T
e AR

[ acmawessbem | R %5 7l
m
[y e |
— —
[ - TICAL (8 5,355 856 e A (R D W D S HEMY CGR17RED D ]l

] 3 LR AR BT S AT O (5] AY 6 R

IR # B

M L4 5T sk, | CB/T 20983 20074 L £ 3 K M L4 i1 & st fa 2
- EAEFIERY

Mg J |CBT209B7 20068 kR KAttt £ Shis

# LREEEFIERN

S AR AR EHE SR A RE W GRS EE KT

& SR KK R

ERAStia GLERSUE ZRddsraminesd KK (=
ES J R Pl

18



EHARAZERE

2011-11-8

H4 ZSCADA

REWE fEREAR BHRS
RIFERN BRI i E) A AN H AR A
SRR 3-54 $15204F
S HiwH) LA WBOER (REHD
AT IR SER/ N 218 (BT /)
FEEHE EW/ et ﬁ?iﬂ?‘-ﬁ&%ﬂﬁfé
REB PRI B HTTHEZ N FRERRRH
)ik FERTEHTHER 24 x 7 x 365 x K
RERR RAGBAARGRB R RNEZETMEARRZ
REWR S 322 e 1) R I SR gggﬁﬁtiﬁﬁl%%ﬁﬁ
pERe LIE 3 FEHF EBERTEEAN
fEF
SCADA#F /5

O SCADA (%l A RE RS ) DA
EHIRY (DCS) AitENEHRIRSE, X
Ko, AWMAMRRKERNE=RSE
Ko TERRZRI I CAIT 88774 I AR (K
i, XRAIEER BRI RN E
5% FBEIT

O RSB FFRE
O XPEFRZE5HERE
OB EERZEEFERRZE

SCADA )4 /5

O ZRFHSBFRE
O XPEFRZESHERE
O BRERAZELFERRZE

19



H FSCADAIFRYE

]

=]

NIST System Protection Profile - Industrial Control
Systems, April 2004

NIST - Field Device Protection Profile For SCADA
Systems In Medium Robustness Environments,
Version 0.71, May 2006

NIST Special Publication 800-53 Revision 2,
Recommended Security Controls for Federal
Information Systems, December 2007, (Appendix I
addresses Industrial Control Systems)

NIST Special Publication 800-82, Guide to
Industrial Control Systems (ICS) Security, FINAL
PUBLIC DRAFT, September 2008
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ANSI/ISA-TR99.00.02-2004, Integratin
Electronic Security into the Manufacturing
and Control Systems Environment, April
2004

ANSI/ISA-TR99.00.01-2007, Security
Technologies for Industrial Automation
and Control Systems, January 2007
ANSI/ISA-99.00.01-2007, Security for
Industrial Automation and Control
Systems, Part 1: Terminology, Concepts
and Models, October 2007

IEEE Std 1402-2000, IEEE Guide for Electric Power
Substation Physical and Electronic Security,
January 2000

IEEE Std 1686-2007, IEEE Standard for Substation
Intelligent Electronic Devices (IEDs) Cyber
Security Capabilities, February 2008

IEEE P1613-2003, Standard Environmental and
Testing Requirements for Communications
Networking Devices in Electric Power Substations,
2003

IEEE P1777/D1, Draft Recommended Practice for
Using Wireless Data Communications in Power
System
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IS0 27017 =&A&FrUER ( CCSPMS)

A management system
The service provider ‘shall’ do =3 standard in the style of
the following (27017-1 9001, 14001, 20000,
requirgment) 4. 27001, 28000 etc. based
on Guide 83

Part 4 T HE2&HER
BRI

Detailed implementation

to satisfy ‘shall”

Guidelines for auditors
similar to ISO 19011,

=5 2% ISO/IEC 27007 and
ISO/IEC 27008 but specific
to CCSP MS
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